CREDENZA

Independent Online Retailers!

Reduce your losses from abusers and reward your
loyal customers.

Share your experience to
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Retail e-commerce sales worldwide from 2014 to 2027
(in billion U.S. dollars)

Sales in billion U.S. dollars

10,000

8,000

6,000

4,000

2,000

2014 2015 2016 2017 2018 2019 2020 2021

2022 2023~

$Bn

8,034

2024 2025 2026 2027

The number of e-commerce stores

The Number of E-commerce

Year S Y-0-Y Growth
2019 9.20 million =

2020 9.70 million 5.40%
2021 19.80 million 204%
2022 26 million 39%

Top-5 countries of private
e-commerce stores
The United States— 9,500,200 Stores
The United Kingdom- 850,800 Stores
Germany- 464,500 Stores
Brazil- 440,400 Stores
Australia—- 399,500 Stores




The share of marketplaces (world)

Amazon.com- 13.29%
Ebay.com- 3.13%
Amazon.co.jp- 2.66%
Amazon.de- 2.39%

Aliexpress.com- 2.24

Leading E-Commerce Companies In The Ur
Macy’s
Kroger 0.9%
1.4%
Costco

1.6%

The Home Depot
2.1%
Target
2.1%

eBay
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Apple
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Walmart
6.3%
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= ("Did Not Receive" refund claims) between Octobe

~ e-tailers an additional 1.8% of revenue.

The surge of online commerce ha‘s created a new problem - a

huge number of returns and an increase in the level of abuse

and fraud by buyers [l | }
-

For ekample, on Amazon, the percentage of returns is
10-15%, and in the categories of clothing and electronics -
up to 44%. :

Forbes reported a 67% increase in "friendly fraud"

600

2019 and October 2020. Another study from late 2020
found that more than 1/3 of US and UK shoppers
admitted to committing *friendly fraud’, up from 8% a

400

Plus, online payment fraud and chargebacks cost]

These losses are absorbed by responsible customers 200
in the form of higher product prices.
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"Friendly

fraud’,

"Wardrobing’,
and return

abuse IS Q

$24bn/y

problem

The growth of the return deliveries

2020



Problems with the new rules:

Sellers get a large amount of personal data for order fulfillment and must keep it secure and in
compliance with new requirements

EU Data Protection Fines
Hit Record High in 2023

GDPR Fines imposed in the EU as a result of General
Data Protection Regulation (GDPR) violations
General Data Protection Regulation B Fines (in million euros) @ Fines imposed

CCPA

California Consumer Privacy Act

2,055.0

N
/ 841.5

2019 2020 2021 2022 2023

Vi : © 0 © O
Data Protection Act

Sources: Enforcementtracker.com, European Data Protection Board

PIPEDA

Personal Information Protection and 71.8 171.6

Electronic Documents Act




Credenz .

TreeTalk Credenza is an e-commerce software that not only securely store
customers'’ personal data in in compliance with sales channel policies ana
applicable laws (such as GDPR CCPA, DPA, PIPEDA, etc.

but also facilitates the sharlng and querymg of depersonalized transaction

information across sellers.




+/ CREDENZA v 0.138 alpha - O X “
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DATA REQUEST RESULTS "
RECORDS FOUND SR
SURNAME NAME ikeifone

Im | lJohn
COUNTRY CITY Name / Surname 4.0 Yokl

IAbuseIandia l lFeloncity Delivery Address 4.9 . 6. 8.8 6 ¢

P E-Mail 5.0 Wk o

| OVERALL RATING 4.9 ik Nexaycls in

NOTES:
Writes qualitative review (s)
No returns

CREDENZA

Credenza users can request and view the buyer credibility score, which is based on
crowdsourced data gathered from all successful and unsuccessful transactions.




Personal data issue solution

all sensitive data
is encrypted,
securely stored
on the user's
device, and is
never
transmitted over
the network,
reducing the risk
of security
incidents.

eb ([T commeRce

amazon
A shopify ...

CREDENZA
splits the datainto

confidential part
and depersonalized
digests

Sales channels
Seller

CONFIDENTIAL
PERSONAL DATA

Order fulfilment

Query | Feed- | Update
back

Local
ENCRYPTED
orage

unstructured
order data from
different channels

depersonalized
digests are used for
queries and reports
toshared DB




ulti-channel integration

v CREDENZ O

DATA import GDPR  Preferences DB

Multi-channel DATA inlegration

AUTO SALES CHANNEL ACTION SETTINGS
I - | " UroATE NOW | semi-automatic,
ety ebay [ weone Now | or manual import

Woo-commerce (7L coMMERCE UPDATE NOW |

Custom SETUP

X Cancel




Automatic query and alarm

v/ CREDENZA - O X

CR_EDENZA 4325 Orders (+2) O Buyers (+2) Manual query {(é} [!

! ATTENTION !

A

Order 402-8166793-9999991 (Amazon)

email: Rating [1-5]: 1.3

(Payment Fraud, Damaged Return(s) : 7 records)

Delivery address: Rating [1-5]: 1.1

(“Friendly” Fraud : 3 records)

report from
shared DB




Personal data issue solution

v CREDENZA

CREDENZA [[Fodsta| [ swesca

DATA import GDPR  Preferences DB

PERSONAL DATA ENCRYPTION
Encryption standard

® AES-256, CBnghain mode - Advanced Data Encryption Standard (recommended)

@ Manual query

] X

o A

StrongPassword4ugFgnlL ‘

O DES-56, ECB tis allowed in a magiority of free countries, highest level of data pvole(!ioni Passwrd

O XOR, 40 bit key

AUTOMATIC PERSONAL DATA ELIMINATION RULES

AUTO SALES CHANNEL

Amazon m
e-Bay ebay

Woo-commerce (075 commerce

Custom

X Cancel

00000

ACTION

| DELETE NOW |
| DELETE NOW |

DELETE NOW |

DELETE NOW

SETTINGS |

different data
encryption
methods

rules for
storage time for
customer
personal data
for different
sales channels
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Big Data processmg
rapidly, still mamtammg ACID, thanks to the original no-SQL database of tree-like

architecture o I

Time for writing 1000 / 10000 records, sec
B TreeTak SDM [ MySQL 8.0

1.79

6.85

16.92 36.82

10.00 20.00 30.00

Database size, 10000 records, kB
) B TreeTalk SDM (273 kB) [ MySQL (209408 kB)

£/ I 273

500 1000 5000 10000 50000 100000




Existing problem management:

Competitors exhibit a common feature and
__ disadvantage: the majority of them focus solely on




Pricing

Elementary

€25

Queries / month

Queries /
reports ratio

Basic features

Packet upload

Batch request

Local clients
base




Independent Online Retailers!

Reduce your losses from abusers and reward your
trusted clients.

Share your experience to

build a better market together on
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