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Use Case: Retail, Wholesale & Distribution

Overview, Use Cases & Deployment

Local-first. Always on. Business continuity by design.

What TreeTalk Node Does

TreeTalk Node is a serverless, local-first collaboration platform for operational teams. Warehouse staff, store managers,
and logistics coordinators share large files, send encrypted messages, and exchange voice notes directly over the facility's
WiFi or LAN — with no cloud infrastructure, no external servers, and no internet connection required. One small
executable file: no installation, no registration, just run and go.

Think of it as "WhatsApp meets Dropbox" — but engineered for operational environments where internet reliability
cannot be taken for granted and customer data must stay on-premises.

The Problem for Retail, Wholesale, and Distribution

Retail chains, wholesale distributors, and logistics operations run on data: inventory levels, shipping manifests, purchase
orders, pricing files, customer account records, and supplier contracts. Most of this data flows through cloud-based tools
that create two structural vulnerabilities:

* Cloud dependency means a single point of failure. When the internet goes down — during severe weather, ISP
outages, infrastructure failures, or cyberattacks — cloud-based inventory systems, order management platforms,
and communication tools become unavailable. Operations stop. Orders are missed. Deliveries are delayed.

* Customer and pricing data routed through cloud services sits on external servers outside the company's direct
control. Under the FTC Act, state consumer protection laws, and increasingly under state data privacy statutes
including CCPA, VCDPA, and the Texas Data Privacy and Security Act, businesses are responsible for protecting
customer information regardless of where it is stored.

* large operational files — full inventory exports, high-resolution product catalogs, bulk pricing spreadsheets, video
training materials, warehouse layout plans — are impractical to share via email and slow to upload through cloud
storage, especially on warehouse or loading dock WiFi networks with limited bandwidth.

*  Multi-location retail and wholesale operations rely on communication between stores, warehouses, and
distribution centers. Most inter-location communication happens through consumer apps like WhatsApp or
personal email, creating both privacy risk and operational fragility.

* Point-of-sale and inventory systems are increasingly targeted by ransomware attacks that specifically aim to take
cloud-connected retail infrastructure offline. A local-first communication layer that continues operating during a
network isolation event is a meaningful component of any business continuity plan.

* For wholesale and distribution companies handling EDI transactions, supplier pricing agreements, and customer
account data, accidental or negligent exposure of this information creates competitive and contractual liability
that cloud tools cannot eliminate by design.
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Real-World Deployment: Wholesale Distribution Center, Houston, Texas

Challenge: A major wholesale company in Houston faced a complete internet outage during severe weather,
halting all cloud-based inventory and order processing.

Solution: TreeTalk Node's offline-first architecture allowed warehouse office computers to continue sharing
shipping manifests, inventory updates, invoices, and packing lists via local WiFi and LAN. Built-in chat and voice
messaging kept the team coordinated throughout.

Result: Business continuity maintained through pure peer-to-peer communication. No servers meant no single
point of failure. The privacy-first design ensured sensitive customer and order data never left the premises, even
when normal security measures were compromised by the outage.
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How TreeTalk Node Works in Retail and Distribution

Scenario 1: Warehouse Operations During Internet Outage

A severe weather event takes down the ISP connection serving a regional distribution center. Cloud-based warehouse
management and order processing systems go offline. With TreeTalk Node already running on warehouse office
computers, staff continue sharing shipping manifests, packing lists, inventory updates, and pick tickets directly over the
local WiFi network. Outbound shipments continue to be processed. The operations manager coordinates the floor via
encrypted voice messages. The outage is an inconvenience rather than a shutdown.

Scenario 2: Inventory and Pricing File Distribution Across Locations

A wholesale distributor needs to push an updated pricing file, a revised product catalog, and a new supplier agreement
to 8 regional warehouse locations simultaneously. The files total several hundred megabytes. With TreeTalk Node
connected via VPN across all locations, the distribution happens as direct peer-to-peer transfers at LAN speeds. No cloud
upload. No email attachment size limits. No sensitive pricing data sitting in a shared folder accessible to anyone with the
link.



Scenario 3: Store-to-Store and Store-to-Warehouse Communication

A retail chain's store manager needs to request an urgent stock transfer from the nearest warehouse and coordinate the
delivery timing with the warehouse team. Instead of phone calls, consumer messaging apps, or email threads that may
go unread, the manager sends an encrypted voice note and attaches the stock request document directly via TreeTalk
Node over the VPN connection between the store and warehouse. The warehouse team confirms availability and
dispatch time in the same channel. The entire exchange is private, documented, and instant.

Scenario 4: Ransomware Isolation — Keeping Operations Running

A ransomware attack forces the IT team to isolate the company's network from the internet while the incident is
contained. Cloud-based tools go dark. Email is suspended. Standard communication channels are shut down as a
precaution. TreeTalk Node, running entirely on the local network with no external dependencies, continues to function.
Operations staff maintain coordination. Shipment status updates continue to flow. Management receives voice briefings.
The local-first architecture means there is nothing for the ransomware to cut off.

Scenario 5: Supplier and Vendor Document Exchange On-Premises

A supplier representative visits the distribution center to review and finalize a new supply agreement, including
confidential pricing schedules and volume commitments. Instead of emailing sensitive contract documents through
personal or corporate email accounts, both parties exchange the files directly via TreeTalk Node on the local network
during the meeting. The documents never leave the premises. There is no copy sitting in a sent folder on an external mail
server.

Regulatory and Business Risk Context

Retail, wholesale, and distribution companies face a growing set of data protection obligations and business continuity
expectations that local-first architecture directly addresses:

* FTC Act Section 5 and FTC Safeguards Rule: The FTC has taken enforcement action against retailers for inadequate
data security practices. Companies that process customer payment and account data are expected to implement
reasonable technical safeguards. Local-first architecture eliminates the cloud transmission risk that the FTC most
commonly cites in retail enforcement actions.

» State consumer data privacy laws (CCPA, VCDPA, Texas DPDSA, and others): Retail companies selling to consumers
in California, Virginia, Texas, Colorado, and a growing list of other states must comply with data minimization,
security, and breach notification requirements. Data that never leaves the premises cannot be breached at the
cloud provider level.

* PCI DSS (Payment Card Industry Data Security Standard): While TreeTalk Node does not process payment card
data, it can serve as a secure channel for sharing documents related to PCl compliance processes, audit evidence,
and operational procedures without exposing them to external network risk.

* Business continuity and disaster recovery planning: FEMA and insurance underwriters increasingly evaluate
business continuity preparedness as a condition of coverage and recovery assistance. A documented local-first
communication capability that functions during internet outages is a concrete and auditable component of a
business continuity plan.

* Supply chain data protection: Wholesale distributors handling proprietary supplier pricing, exclusive product
agreements, and customer volume commitments face contractual obligations to protect this information.
Architecture-based data sovereignty provides the strongest available protection against both external breach and
internal negligence.



Four Core Benefits in One Tool

Always Operational Operational Speed

Keeps working when the
internet fails. No single point
of failure. Business continuity

by design.

Large files at LAN speeds.
Manifests, catalogs, and
pricing sheets in seconds, not
minutes.

How TreeTalk Node Compares

Privacy by architecture, not

Data on-Premises Multi-Site Ready

Connects warehouses, stores,
and DCs via VPN. Instant
coordination across all
locations.

Customer and pricing data
never leaves your facility.

by policy.

‘_ TreeTalk Node Cloud Tools Email / USB

Works without internet

No single point of failure Yes
Large file transfers Yes
Customer data on-premises Yes
Encrypted messaging + voice Yes
Multi-site via VPN Yes

Zero infrastructure cost Yes

Deployment Options

Partial
No Yes
Slow Limited
No Risky
Partial No
Yes No
Yes Yes

TreeTalk Node adapts to the operational structure of retail and distribution businesses without requiring new

infrastructure:

* Single location: Runs on any Windows workstations connected to the facility's local WiFi or LAN. Staff share files
and communicate instantly within the building. No configuration beyond running the executable.

*  Multi-location network: Connects stores, warehouses, and distribution centers over existing VPN infrastructure.
All locations appear as local peers. File transfers and messaging work at LAN speeds regardless of distance

between sites.

* Hybrid with existing systems: TreeTalk Node works alongside existing ERP, WMS, and POS systems without
replacing them. It fills the specific gap of large file distribution and encrypted operational communication that
enterprise systems were not designed to handle efficiently.

» Offline-first resilience layer: Deploy TreeTalk Node as a dedicated business continuity tool that activates
automatically when cloud-based systems become unavailable. No configuration changes needed at the point of

failure.

Key Benefits for Your Operation

* Operations continue during internet outages, ISP failures, severe weather, and ransomware network isolation

events

* Shipping manifests, inventory files, pricing data, and purchase orders shared at LAN speeds without cloud upload

e Customer and supplier data protected on-premises by architecture — no cloud breach exposure

* Encrypted team messaging and voice notes replace consumer apps and unprotected email for internal

coordination



*  Multi-location coordination over existing VPN — stores, warehouses, and distribution centers connected as local
peers

» Zero IT infrastructure investment: one executable file, operational in minutes on any Windows workstation
* Documented business continuity capability for insurance, regulatory, and audit purposes
* Free to download and evaluate, no commitment and no registration required

Download free and keep your operation running — whatever happens.

tree-talk.com/node No installation. No registration. Just run and go.

The scenarios in this document are illustrative examples of how TreeTalk Node can be applied — not an exhaustive list of its capabilities. Every
organization works differently, and we are happy to explore how TreeTalk Node fits your specific situation.
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